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Configuration steps
Make sure that you have your credentials (eduroam identifier and Network access token (username and

password)) from your Network Administrator.

To get the list of networks
Either select eduroam from the AirPort dropdown in the menu bar (you may need to select Turn AirPort On
first) Or:-

i. Open System Preferences
ii. From Internet & Wireless, select Network
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Check that the AirPort connection is selected, then from the Network Name drop down box select eduroam
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ﬂ] Click the lock to prevent further changes.
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The network “eduroam” requires a password.

( Assistme... ) ( Revert ) ( Apply )

User Name:

Password: |

802.1X: | Automatic 3]

S Remember this network
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Enter your eduroam identifier (typically your username followed by @jkuat.ac.ke) in the User Name box
Enter your Password in the Password box

Leave 802.1X as Automatic
Tick Remember this network if it not already ticked
Select OK

In the Verify Certificate dialogue box
select Continue

D00 Verify Certificate

Authenticating to network "eduroam”

examine the server’s certificate to ensure that it is appropriate for this

@ Before authenticating 10 server ‘network. tokens.csx.cam.ac.uk’, you should
— network.

To view the certificate, click 'Show Certificate’.

_ : . . .
@ { Show Certificate ) ( Cancel ) ( Continue )

Type your password to make changes to your
- . Certificate Trust Settings.

Name: |

Password:

F Denails
(Z\ { Cancel ) C oK )

Type your Mac OS username and password (not the eduroam ones!) then select OK
If you started by opening the System Preferences (step i), you will be dropped back into the Network pane.
Now you need to set the trust settings for the server

Select Advanced
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Location: | Automatic 2]
o Ethernet éd
Connectad Status: Connected Tum AirPort Off
? ; AirPort is connected to edurnam and has the
Connectad ‘
o Eth':'f'hz oo Network Name: eduroam &
FireWira P __ Ask to join new networks

Not Contected z Known nstworks will 5e joined automatizally
I no known networks are available, you will
have to manually select a network,

802.1X: WPA: eduroam

Authenticated via PEAP (MSCHAPV2)
Connect Time: 030126

e ™ Show AirPort status in menu bar

[‘I Click the lock to prevent further changes. (Assistme... ) ( Revert ) ( Apply )

Then choose the 802.1X pane. Ensure the User Profile: eduroam option is highlighted (if the profile does not

appear then restart your Mac and continue from here).

Make sure that only PEAP and TTLS are enabled (uncheck anything else) and then select Configure
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G=2) Ethernet

[ TCP/IP  DNS = WINS |~802:1X-| Proxies Ethernet |

¥User Profiles

™ WPA: eduroam User Name: xyz789@cam.ac.uk

Password: essessssssscses
"1 Always prompt for password

Authentication: | Enable | Protocol

g TS m

M TS A

Set the outer identity identity to @jkuat.ac.ke

then select OK to close the pane

1Q| Enter your PEAP authentication information below. The Outer
Identity will be sent in the clear.

Quter ldentity: J (Optional)

( Cancel )  OK )

In order to automatically connect to eduroam you need to have this set as your preferred network; to do this

choose the AirPort pane and drag eduroam to the top of the Preferred Networks list
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then select Apply and then select OK to close the Advanced pane

%’:—.‘ AirPort
- {-mﬂon-o TCP/IP  DNS WINS AppleTalk 802.1X Proxies Ethernet }
Preferred Networks:
Network Name Security |
eduroam WPA2 Enterprise
Lapwing None

Drag networks into the order you prefer to join.

™ Remember any network this computer has joined
I Disconnect from wireless networks when logging out
I"1Require Administrator password to control AirPort

Location: | Automatic )

Connected

AirPort is connected to eduroam and has the
IP address 128.232.158.88.

et & Status: Connected Tum AirPort Off

Ethernet 2 hod s
et Goop Network Name: | eduroam >
FireWire Vi __! Ask to join new networks

1]

Known networks will be joined automatically.
If no known networks are available, you will

Not Connected

WA eduroam

Authenticated via PEAP (MSCHAPV2)
Connect Time: 00:01:26

M Show AirPort status in menu bar @

C S TN -

Iii Click the lock to prevent further changes. ( Assistme.. ) ( Revert ) ( Apply )

Select Apply to save the changes and close the window.
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Your computer will now be authenticated to the network, after that you should be able to access the internet. If

you get an error saying that authentication has failed, double-check the above steps.

All the settings you have made are stored in your computer and should not need re-entering each time

you connect to the eduroam network.

Page 7 of 7



